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1. Introduction 

1.1 Vision 

The vision is to enable government employees to establish and verify their identity easily and 
consistently using a secure federated identity management capability; in order to enable trusted 
access to, and secure sharing of, information in central and local government. In essence, this will 
provide a ‘portable trusted identity’ across government organisational boundaries and provide the 
foundations for portable trusted identity across the public sector and suppliers. The strategic 
Employee Identity Management capability is summarised and described in the following diagram. 
 

The ‘Cross-Government Employee Identity Management’ capability 
delivers a single, re-usable user identification and authentication solution, 

enabling trusted access to sensitive or classified Government data 
conveniently, efficiently and securely; across organisational boundaries.  
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The Identity infrastructure for Digital Government 

Figure 1: Strategic Vision for Government Employee Identity Assurance 
 
1.2 Strategic Context 

The government's central ICT initiatives are reforming the way that central government delivers 
services and both shares and protects data, by emphasising the need to be responsive, joined up and 
efficient. Central government departments are custodians of both sensitive and private (e.g. 
protectively marked and personal) information; and must ensure that only correctly authorised people 
are granted the appropriate access to this information. 
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In the current situation, each Department maintains its own view of identity and tends to operate 
within an ‘identity silo’. This makes it inefficient and difficult for different departments to share 
information and services effectively while protecting employee privacy, introducing unnecessary cost 
in developing and implementing bi-lateral agreements and in procuring similar services. The 
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duplication of effort to manage identities, multiple times, and use of inconsistent standards and 
information, causes a lack of flexibility and agility in government, and increases both the cost and 
complexity of pan-government systems. These issues are not just technical, but also political and 
cultural. One significant area of concern is the level to which the current approach leaves HMG open 
to the risk of fraud, data theft, misuse of personal information and other criminal activity. 
 
A cross-government identity management capability is required to ensure successful delivery of the 
government's ICT initiatives, improve privacy and enable real cash savings in managing identities.  
 
This capability will provide a reliable framework in which to establish an identity and efficiently 
authenticate an employee to a federated service in a single, convenient and trusted operation. It will 
provide a consistent and cohesive cross-government approach towards employee registration and 
authentication which is founded on principles of re-use; adherence to policy and standards; joint 
investment in common infrastructure; and compliance with shared risk and assurance processes. This 
will enable greater flexibility, transparency and trust in the provision of secure access to central and 
local government data and services.  
 
This capability will enable the creation of a trusted community for information sharing; and will 
underpin improved communication between government and suppliers, removing the need for 
bespoke information sharing arrangements.   
 
This dovetails with the PSN Identity Management strategy to form a cohesive capability that will 
enable delivery of key requirements for PSN and shared services initiatives, including use of portable 
identity across government and eventually the wider delivery and supply chains for government. 
 
1.3 Scope 

The primary driver for this initiative is to promote a consistent, interoperable approach towards Identity 
Management to underpin the cost-effective delivery of public sector services. This strategy will look 
towards a long term vision, and describe a desired end point, without being too constrained by the 
current position, or likely near-term upgrades or amendments to various disparate services. It is 
designed to provide easy transition to new service and migration from legacy systems and processes. 
 
Within scope of this strategy is: 

 Identity Management of government employees, including registration, verification, 
authentication and provisioning of credentials. 

 All areas of central government and all other public sector bodies (local government, 
devolved administrations, executive agencies, health and education). 

 Strength of identity authentication suitable for supporting services up to CONFIDENTIAL 
 New services, and legacy services where there is a business case to integrate them 
 Improvements to employee privacy and protection of personal information 
 All cross-government shared services 

 
Out of scope of this strategy is: 

 Access control of data within a single system or organisation 
 Entitlements of a validated identity within a single system 
 Authorisation services and other capabilities enabled by identity management 
 Citizen and Individual authentication even for access to government services or visitors to 

government sites 
 Identity Management of systems, devices and other entities 
 Audit and accounting requirements other than by reference to their need. 

 

L P Anderson
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1.4 Key definitions 

 Federation: the agreements, standards, and technologies that make identities and entitlements 
portable across autonomous boundaries, enabling authenticated users on one system to 
securely and seamlessly access information and services on another system without re-
authentication 

 Government Employees: central and local government employees and affiliates, where 
affiliates are defined as contractors, staff from other government departments and exchange 
officers. All people who have authorised access to government information in the course of 
their job. 

 Identification: the process of using claimed or observed attributes of a subject to deduce who 
the subject is. Answering the question “who are you” against a set of pre-registered identities 

 Identity: a collection of facts known about an individual that in aggregate can be associated 
uniquely with that individual 

 Identity Authentication: the corroboration of a claimed set of attributes or facts in order to 
establish a claimed identity (e.g. online using pre-existing credentials) 

 Identity Assurance: the level of trust that can be placed in a validated identity following 
registration and its ongoing integrity both in its management and use. 

 Identity Management: a unified framework for managing an individual’s information from initial 
registration to retirement, including change of circumstances (adding and revising attributes 
associated with the identity) and managing personas and access rights across multiple 
systems and business contexts when required 

 Identity Proofing or Registration: process of ascertaining with a formal level of assurance the 
existence and claim to an identity before recording the relevant identity in a context. This is 
done by corroborating the claims and documents related to an identity, performing a 
background check to validate the identity existence and establishing the provenance over the 
identity. 

 Persona (Context ID): An identity used in a particular context  that is linked back to the persons 
root government identity either with a one-way trust to maintain privacy or a bi-directional 
relationship such as in an access control system. 

 Verification: the process of confirming a claimed Identity. i.e. answering the question “are you 
whom you claim to be?” Any one-to-one precise matching of an identity’s registered credentials 
usually performed in real-time, with a yes/no outcome. 

 

1.5 Alignment with other Identity Management strategies 

This document addresses identity management for government employees. The principles and 
framework are reusable within the set of related strategies for: 

 Identity Management  for the citizen (see Safeguarding your Identity); 

 Identity Management and Assurance for government employees; (this document and 
Employee Authentication Services EAS) 

 Identity Management for systems/devices (e.g. for PSN and Secure Network Storage 
programme) 

 The PSN Identity Assurance Strategy which covers the root authentication broker required by 
this strategy 

 Ministry of Defence Identity Management Strategy 

 National Health Service Identity Management Strategy 
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2. The Case for Change 

2.1 Current Situation 

In the current situation: 

 Different parts of government have different identity verification processes and different identity 
data making re-use of identity impractical; 

 It is difficult for departments to share data to enable multi-agency working and impossible to 
share data with suppliers without bespoke infrastructure and agreements; 

 Lack of flexibility and agility in current solutions result in expensive work-arounds; 

 There is duplication of effort, and so increased cost across government, to establish and 
maintain many identity management systems, procure replacements and manage 
authentication agreements; 

 There is a lack of assurance and consequently, a lack of shared trust across different systems, 
increasing risk of loss of confidentiality, availability or integrity of data due to inadequate 
process; 

 When a user is present in various systems, the process of uniquely identifying the 
corresponding account is laborious, inefficient and can possibly lead to errors; 

 A user will often have different credentials for each system they are using resulting in human 
error, higher support costs, exposed credentials and other issues; 

 The lack of an identity management capability makes the process of updating changes on 
different systems unreliable and often dependant on manual, non audited processes, thus 
many systems are out of date; 

 Status changes, especially in cases of revocation due to disciplinary/security reasons is not 
efficiently spread through the various systems, and often requires overly manual processes; 

 Government departments are subject to a variety of risks as a result of these points, including 
data loss and fraud. 

 
2.2 Business Drivers for Change 

HMG needs to: 

 Enable data-sharing across government, in a secure and accountable manner, to best enable 
the provision of service; 

 Promote a consistent, interoperable approach towards Identity Management to underpin the 
cost-effective delivery of Public Sector services; 

 Benefit from efficiency savings for pan-government process integration that require a shared 
common understanding of identity; 

 Protect both personal and protectively marked data; 

 Allow government services to be assured that the government employee they are dealing with 
is the person they claim to be; 

 Enable effective risk management within individual departments that depends on trust in an 
assured identity across government; 

 Benefit from the re-use of best practice solutions whenever possible and build the infrastructure 
to support shared services; 

 Enable a single sign-on service for the employee to services at the same impact level and, 
where permitted by policy, lower impact levels; 
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 Enable the implementation of portable identity in order to support PSN delivery; 

 Know who our people are and provide a single, reliable source of identity assurance data for all 
government employees; this data set will be the minimum necessary to robustly validate a 
unique identity. 

 Ensure a single owner of each identity, with facilities for life-cycle management of identity 
information; 

 Reduce its exposure to the risk of fraud, embezzlement, cyber-terrorism and other criminal 
activity. 

 
2.3 Business Benefits 

The key benefits of this strategy are: 

 It allows for cost savings to be made across government services as it cuts down on 
duplication of ID management services and allows for extensive reuse of a common 
architecture; 

 It enables effective delivery of joined-up services to provide data-sharing capability; 

 It significantly reduces the need for bi-lateral agreements, costly bespoke workarounds and 
multiple credentials for each employee; 

 It reduces effort for both the employee and individual departments to verify a claim to  an 
identity; 

 It supports identity management services at different impact levels across government; 

 It reduces government exposure to losses or legislative penalty due to improved governance of 
private data protection; 

 It reduces government exposure to risk due to improved governance of sensitive data 
protection; 

 It enables the consistent use of suitable and assured identity verification mechanisms across 
government; 

 It creates consistent, auditable processes, resulting in a reduced risk of duplication, 
inconsistency, error and fraud, and improved availability of management information; 

 It provides a more agile, flexible and efficient workforce. 

 
From a security view point, a cross-government identity management capability will allow several 
different enhancements to the overall system security: 

 It will allow organisations to quickly and securely identify a user on several different 
systems/environments, making it possible to correlate and analyse dispersed activities and 
search for patterns that could indicate a dangerous or unauthorised course of action; 

 It will allow status changes to spread quickly to all the connected systems, making sure that all 
the systems a user is present on will be notified in case of revocation/blocking/deletion of the 
account and privileges. This, together with a comprehensive audit solution, will dramatically 
reduce the risk of unauthorised access; 

 It will allow every action to be quickly traced and reconciled to a responsible individual and help 
to reduce the security risks due to duplicate or mistaken identities that commonly arise when a 
single user is present in various different environments. It will also act as a strong deterrent. 
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3. Principles 

1. The Identity Service shall be implementable using a federated model. Separate Identity 
Providers, run by different Departments, and separate Service Providers across government 
shall be able to interact in a federated manner, within a joint Trust Model. 

2. For any individual government employee one logical record of the individual's identity will 
be established. The record shall be maintained by the owner organisation which will act as 
the authoritative source of identity data for the individual, on behalf of all other organisations 
across central and local government, until such time as responsibility is transferred to another 
organisation. This owner organisation will have responsibility to ensure that the identity is 
valid, unique, kept current and is not a duplicate of any held elsewhere, even though other 
records linked to this logical record may exist. 

This will ensure that there is one organisation that is accountable for any one identity and so 
reduce the risks of duplicate identities, incorrect identity attributes and inconsistent information 
about an identity. 

3. The owner organisation shall have responsibility for maintenance of a minimum set of 
identity data about the individual. They shall be responsible for ensuring that the identity 
data (attributes) is kept current (e.g. change of circumstances) and any organisation relying on 
the identity has available to them up-to-date data, including revocation status. This set will be 
sufficient to validate the identity but not necessarily enable authentication. 

This will ensure that the organisation that is accountable for the identity will maintain the 
identity data and manage revocation and repair processes. 

4. An organisation that allows identities owned by other organisations to access its 
resources shall have responsibility for the access control governing how those 
resources are accessed and for granting authorities to the individual once they have 
accessed the resource. 

Responsibility for maintaining accurate identity data is not to be confused with responsibility 
for access control which will always remain the responsibility of the owners of the system to 
which access is granted. 

5. The procedures by which the provenance of an identity is established and a person is verified 
as the subject of that identity shall be made transparent through a regime of accreditation 
and annual audit based on agreed standards.  

An organisation’s identity assurance and credential authentication mechanisms must be 
conducted to technical and operations standards that are known and understood by all other 
organisations so that organisations can trust one another at predefined levels. 

6. Organisations should accept identity data from other organisations that have been 
accredited and audited as meeting an agreed standard. Without this acceptance then the 
major business benefits will not be realised. 

7. Transitive Trust.  If an individual has authenticated using a mechanism with one organisation 
that meets the assurance criteria of another organisation within the overall scheme then the 
assurance should be trusted by the latter organisation. 

8. The cross-government IDM capability should support reuse of authentication (which 
would enable, for example, single sign on). However, this does not preclude the organisation 
which owns the relying systems from issuing a separate credential if there are reasons for 
doing so.  

9. Registration, management and authentication to the Identity Service should be monitored 
through an audit and accounting process. Both successful and unsuccessful attempts to 
register or authenticate should be accounted.  



4. Transformation Approach 

4.1 Employee Identity Management – Conceptual Architecture 

The strategic objective is to provide government employees with trusted, proportionate access to 
government resources; based on a combination of assurance about their identity and rules that 
govern whether that identity has authority to access the resources (e.g. role). The scope of this 
Employee Identity Assurance Strategy is illustrated in Figure 2, below. 
 

Access Control
Rules/Policies

Government
Worker

Identity 
Attributes,
Privileges

Authoritative
Sources

Establish
Government

Identity
Use Identity to 
access Govt 
Resources

Scope of
HMG Identity
Management

The HMG Employee IdM capability will 
provide all Government workers with a single 
identity (per PM domain) such that they can 
use it to access any Government building, 
system, service or other resource that they 

are allowed and need to fulfil their role.

 
Figure 2: HMG Employee Management System Context 

 
The approach taken within this strategy is to describe the required strategic Employee Identity 
Assurance capability in terms of an Enterprise Architecture (EA).  This strategy therefore provides an 
overarching strategic framework and interoperability ‘blueprint’ against which enterprise solutions can 
be built and strategic alignment assessed. 
 
Figure 3 provides a ‘conceptual services’ view of the strategic Employee Identity Assurance capability 
i.e. in terms of the key strategic service building blocks required to deliver the capability.  The benefit 
of this view is that it enables the services to be identified without any assumptions about technology, 
and can be used to verify that all required services are delivered by the more detailed architectures 
developed later.  Note that ‘Authorisation’ is outside the scope of this document.   
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Figure 3: Employee Identity Management - Conceptual Architecture View 

 
Figure 4 provides a high level view of the conceptual services in terms of the processes involved with 
delivering Identity Management and their interactions. Processes which are out of scope of this 
document are shown by dotted lines. The high level processes relating to establishing an identity are 
shown across the top, while those relating to use of the identity are shown across the bottom of the 
figure. Of key importance here is the positioning of the authoritative sources of identity information at 
the heart of these processes, being accessed and updated as the processes operate and interact. 
 

 
Figure 4: HMG Employee ID Management - system processes 
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As set out in the principles of section 3, it is not intended that there should be one single authoritative 
physical source for all of government. Rather, there will be a number of authoritative sources and 



each individual employed by government would appear in just one of these authoritative sources, 
based on their employment and other activities and there should be one (logical) authoritative 
authentication broker for government. This approach requires a service to enable government 
organisations to check for an existing identity for anyone joining government. 
 
The fact that an individual should only appear in one authoritative primary identity (root identity) 
source does not restrict other government organisations holding secondary identity (persona) and role 
related information about the individual. Indeed, this will often be necessary to enable authorisation 
judgements to be made for a particular context, such as having a separate persona per protectively 
marked domain. This ability to store context specific attributes is shown in Figure 5. 
 

 
Figure 5: Authoritative identity sources and context specific attributes 

 
 
4.2 Trust Framework 

The existence and maintenance of an Employee Trust Framework is a key dependency for the 
creation of transitive trust across government; thence as a key enabler for the HMG ICT strategy and 
for associated risk reduction and efficiency savings benefits. 

The key objective of a Trust Framework is to establish trust between those organisations vouching for 
the identity of an individual and those relying on this information to make access control decisions to 
their information and systems. It typically establishes a policy authority, supported by agreements 
which place obligations on each party to meet commonly agreed standards and to accept 
accountability for their role, as shown below. Key to enabling this will be the allocation of risk and 
accountability models implemented as part of the trust framework. 

 

 
Figure 6: Policy Authority 
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As an example, the Policy Authority for HMG employee ID assurance has the following 
responsibilities: 

 Approving the inclusion of new participants (Identity Providers (IdP)), Registration Authorities, 
Enrolment Authorities or Service Providers) into the scheme 

 Managing the revocation or suspension of a participant in the event of a change of 
circumstances, breach or failure to comply with obligations under the Trust Agreement 

 Triggering audit or investigative activity in the event of a suspected failure to comply with 
obligations 

 Commissioning work as needed to maintain the Trust Framework and Agreements in order to 
maintain the overall trustworthiness of the scheme, including in response to policy changes 
and the introduction of new facilities into the scheme. 

 
Figure 7 shows a trust framework for HMG ID Management. 
 

 

Trust
Broker

Figure 7: Trust framework for HMG ID Management 
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4.3 Employee Identity Management - Logical Architecture  

The Enterprise Architecture - logical architecture view for employee Identity Management is described 
below, in Figure 8.  
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Figure 8: Employee Identity Management - Logical Architecture View 

 
The Trust Broker implements the system level governance and control functions necessary to 
establish and maintain shared Trust throughout the scheme. The Trust Broker is a logical concept 
which may be formed from a federation of Authentication Brokers, for example , with a core 
authentication broker (root trust point) linking departmental and service provider brokers together, 
providing transitive trust across government and the PSN.  
 
The Trust Broker is responsible for mediating between the Identity Providers and the Service 
Providers. It accepts an authentication request from a Service Provider and relays it to the appropriate 
Identity Provider and conversely, accepts the response from an Identity Provider and relays it to the 
appropriate Service Provider. In addition to this, the Authentication Broker ensures that the Identity 
Provider conforms to the interface specifications and rules, though some authentication brokers could 
provide conversion between different credential types and methods to facilitate migration and take-up.  
 
The Trust Broker enables the solution to scale linearly, as each new application (i.e. service provider) 
only needs to trust the Broker under the scheme rules, rather than requiring a separate trust and 
interconnect agreement with each Identity Provider. This results in significant cost saving by removing 
the need for thousands of bi-lateral agreements. Note that this does not preclude communications 
between individual (e.g. Departmental) Authentication Brokers, for example, on a point to point basis.   
 
The Trust Broker will also provide a Trust mediation capability to external federated industry and 
overseas Government identity schemes again resulting in significant savings by removing the need 
for custom and bespoke solutions for information sharing. 

 
Each Identity Provider (IdP) will have responsibility for verifying the identity and attributes of users 
and providing assertions against these which can be relied on by Service Providers according to the 
Trust Framework, which defines standardised levels of assurance. IdP’s may operate their own 
registration and enrolment services, or may use external Registration and Enrolment Authorities, as 
described in the following paragraphs. 
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A Registration Authority is responsible for registering users onto the scheme, verifying the identity 
of those users and issuing them with credentials e.g. secure tokens.  The Registration Authority will 
manage the identity verification of the individual against a defined formal level of requirements derived 
from government policy. See Requirements for Secure Delivery of Online Government Services 
(RSDOPS). There will most likely be a number of tiers of registration and authentication to support 
differing business needs. The EAS Registration Policies are an example of such a formal process. 
They will use a combination of documentary evidence (passport, birth certificate, clearance) and 
evidence of activity (social interactions, biographical footprint), as defined in the process, to reach a 
conclusion to defined level of confidence in the identity of the individual, and will strongly associate 
that identity with an electronic identifier and associated credential (which may be held on a token and 
may include biometrics, e.g. photo). 
 
An Enrolment Authority is responsible for enrolling registered users onto specific services offered by 
Service Providers that are part of the scheme.   The Enrolment Authority will manage the 
authorisation rights and other service-specific attributes of the individual and will verify the individual’s 
need to access a particular service and ensure that the individual meets the access criteria defined by 
the Service Provider. This may include verification of one or more service attributes which are 
recorded against the individual’s identifier. This enrolment can be done separately from the identity 
verification, and will be afforded the same levels of security and assurance. The Enrolment Authority 
provides the authorisation information to Service Providers. 
 
Each Service Provider is responsible for providing the services that are used by the registered users, 
and will make access decisions based on standardised identity assertions from the IdP, underpinned 
by the scheme governance and controls embodied in the Trust Broker. The service provider will also 
need to be able to account for the actions of an individual and will therefore require a level of trust in 
the credentials used commensurate with the service provided. 
 
This architecture is intended to ensure a highly scaleable and flexible implementation of the strategy, 
which supports and promotes reuse and interoperability between existing and planned government 
identity management capability, and also that of external, third party (e.g. industry) capabilities.  The 
intent being to provide a low cost, high assurance identity management system for government which 
organisations will be willing to trust, and which will result in real cost savings for those organisations. 
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